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Abstract:
In several cryptographic systems, a �xed elementg of a group

(generally =q) is repeatedly raised to many di�erent powers. In
this paper we present a practical method of speeding up such
systems, using precomputed values to reduce the number of mul-
tiplications needed. In practice this provides a substantial im-
provement over the level of performance that can be obtainedus-
ing addition chains, and allows the computation ofgn for n < N
in time O(logN= log logN ). We also show how these methods
can be parallelized, to compute powers in timeO(log logN ) with
O(logN= log logN ) processors.

1 Introduction

The problem of e�ciently evaluating powers has been studiedby many
people (see [?, section 4.6.4] for an extensive survey). One standard method
is to de�ne an addition chain: a sequence of integers

1 = a0; a1; : : : ; am = n

such that for eachi = 1; : : : ; m, ai = aj + ak , for somek and j less than
i . Then xn may be computed by starting with xa0 = x and computing

∗This work was performed under U.S. Department of Energy contract number DE-
AC04-76DP00789
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xa1 ; xa2 ; : : : ; xai = xaj � xak ; : : : ; xal = xn . As an example, the \square-and-
multiply" method of exponentiation (see [?, page 442]) can be viewed as an
addition chain of the form

1; 2d0; 2d0 + d1; 2(2d0 + d1); 2(2d0 + d1) + d2; : : : ; n;

where n is written in binary as
P m

i =0 di 2m� i . This clearly takes at most
dlogne+ � (n) � 1 multiplications, where logn is the base 2 logarithm, and
� (n) is the number of 1's in the binary representation ofn.

The amount of storage necessary for computing an addition chain depends
on the number of intermediateaj 's that need to be stored at any one time. It
is fairly obvious that the \square-and-multiply" method only requires storing
two values, and in the worst case the amount of storage required by an
addition chain is bounded above by the length of the chain.

Let l(n) be the smallestl possible for a givenn. Despite dozens of papers
on the subject, the behavior ofl(n) is not completely understood. It is known
that

dlogne � l(n) � b lognc + � (n) � 1; (1.1)

where logs are to base 2 and� (n) is the number of ones in the binary repre-
sentation of n. Let � (n) = blognc. Asymptotically, it is known that

l(n) � � (n) + � (n)=�� (n) + O(� (n)��� (n)=�� (n)2): (1.2)

Addition chains can be used to great advantage when the exponent n is
�xed (as in the RSA cryptosystem), and the goal is to quickly computexn for
randomly chosen basesx. For a randomly chosen exponent between 1 and
2512, we expect the binary algorithm to take 767 multiplicationson average.
Results in [?] report that addition chains of length around 605 are relatively
easy to compute, resulting in a 21% improvement. Note that itfollows from
(??) that no addition chain could do better than 512 multiplications. In
GF (2m ), squarings can be done essentially for free using a normal basis, so
powers may be calculated faster than by addition chains (see[?], [?]).

We shall consider a slightly di�erent problem in this paper,for which it
is actually possible to break the barrier of 512 multiplications for a 512-bit
exponent. For many cryptosystems (e.g. [?],[?],[?]), the dominating compu-
tation is to compute for a �xed baseg the power gn for a randomly chosen
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exponent n. For this problem, we achieve a substantial improvement over
addition chains by storing a set of precomputed values.

Unless otherwise noted, we will assume thatg is an element of=q, where
q is a large integer (say 512 bits), and we need to repeatedly calculate powers
of g up to gN , whereN is also large. In the Schnorr scheme [?], N is about
140 bits, while in the Brickell-McCurley scheme [?] N is 512 bits. We will
assume that operations other than multiplications modq will use negligible
time. The method works for any group, and in the last section we discuss its
operation in GF (pm ) where p is a small prime andm is large.

As an example of the practicality of the schemes that we present, consider
the exponentiation required for Di�e-Hellman key exchangeusing a 512-bit
prime and 512-bit random exponent. Using the square-and-multiply scheme,
we would expect to perform 767 modular multiplications on average, using
storage of at least 128 bytes. For one of the schemes that we present here,
we expect to perform fewer than 104 modular multiplicationson average and
105 in the worst case, using storage of 23040 bytes. This gives better than a
seven-fold speedup on average, and a ten-fold speedup in theworst case.

For the rest of this paper, it will be assumed thatg is �xed, and n is
uniformly distributed on f 0; : : : ; Ng.

2 Basic strategies

Using the square-and-multiply method,gn may be computed using at
most 2blogN c multiplications, and on average� 3blogN c=2 multiplications.
By storing a set of precomputed values, we want to reduce the number of
multiplications to compute gn .

One simple method is to precompute the set

S =
n
g2i

ji = 1; : : : ; blogN c
o

:

Then gn may be computed in� (n)� 1 multiplications, or at most blogN c=2+1
on average, with 1 +blogN c storage by multiplying together the the powers
corresponding to nonzero digits in the binary representation of n.

There is no reason that powers of 2 have to be stored. Suppose we
instead represent the exponent in baseb, using at most blogb N c + 1 digits
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to do so, and precomputegbk
, for k = 1; : : : ; blogb N c. Denote the baseb

representation ofn by n =
P m� 1

i =0 ai bi , and de�ne

cd =
Y

aj =d

gbj
:

Then

gn =
m� 1Y

i =0
gai bi

=
b� 1Y

d=1
cd

d: (2.1)

We can compute theci 's in at most m� t � b logb N c+1 � t multiplications
if there are preciselyt of the ci 's that are non-empty products. Moreover since
c0 doesn't need to be computed, when we consider the average number of
multiplications for n chosen from a uniform distribution, then the probability
that a digit is nonzero is at most (b� 1)=b, so that the term (1 + blogb N c)
is reduced by the factor (b� 1)=bin the average case.

If ( ??) were computed using optimal addition chains for 1; 2; : : : ; b� 1,
the total number of multiplications would be at mostblogb N c + O(blogb).
However, (??) can be computed much more e�ciently:

Theorem 1. If exactly t of the valuesc1; : : : ; ch is not equal to one, and
if h + t � 2, then

Q h
d=1 cd

d can be computed usingh + t � 2 multiplications.

Proof: We prove the theorem by induction onh (implicit in the proof is a
recursive algorithm for performing the computation). The theorem is clearly
true for h = 1. Let f (h; t) denote the number of multiplications required to
compute the product

Q h
d=1 cd

d, if t of the valuesci are unequal to 1. Our goal
is to prove that f (h; t) � h + t � 2 for 1 � t � h. Assuming that h � 2 and
that the statement is true for h � 1, we �rst note that if ch = 1, then by the
induction hypothesis we havef (h; t) � f (h � 1; t) � h+ t � 3. If on the other
hand we havech 6= 1, then we consider cases depending on the whetherc1
and ch� 1 are both 1, both unequal to 1, or exactly one of them is equal to1.
In the �rst case, we set both equal toch and use the induction hypotheses
to deduce that

f (h; t) � f (h � 1; t + 1) � h + t � 2:

If both c1 and ch� 1 are unequal to 1, then we multiply both of them bych

and deduce that

f (h; t) � 2 + f (h � 1; t � 1) � h + t � 2:
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If exactly one ofc1 and ch� 1 are equal to 1, then we multiply one bych and
set the other equal toch, and deduce that

f (h; t) � 1 + f (h � 1; t) � 1 + h + t � 3 � h + t � 2:

This completes the induction step, and also the proof. 2

To see that this is optimal for the caset = h (the case of primary interest
to us), notice that if we take any algorithm to compute

Q k
d=1 cd

d and remove
multiplications involving ck , we have computed

Q k� 1
d=1 cd

d, which takes 2k �
4 multiplications by our induction hypothesis. There cannot be only one
multiplication by ck , since then ck would be raised to the same power as
whatever it was multiplied by. Therefore at least two extra multiplications
are needed.

Using this algorithm we may computegn in an average of at most

b� 1
b

(1 + blogb N c) + b� 3 (2.2)

multiplications, and blogb N c+ b� 2 multiplications in the worst case. For a
512-bit exponent, the optimal value ofb is 26. This method requires at most
127.8 multiplications on average, 132 multiplications in the worst case, and
requires 109 stored values.

Note that some minimal e�ort may be required to convert the exponent
from binary to baseb, but this is probably negligible compared to the modular
multiplications (certainly this is the case for exponentiation in =q). Even if
this is not the case, then we can simply use base 32, which allows us to
compute the digits for the exponent by extracting 5 bits at a time. Using
this choice, the scheme will require at most 128.8 multiplications on average,
132 multiplications in the worst case, and 103 stored values.

3 Other number systems

To state the approach in general terms, we want to choose a subset S of
f 1; 2; : : : ; Ng such that everyn � N can be represented as

n =
mX

i =1
ai x i ; (3.1)
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where each 0� ai � h and x i 2 S. We can then write

gn =
hY

i =1
cd

d; (3.2)

where
cd =

Y

ai =d

gx i : (3.3)

As before, if there are exactlyt of the ci 's that are nonempty products, then
the number of multiplications to compute the ci 's is at most m � t, and
by Theorem ??, the number of multiplications to compute gn is at most
(m � t) + ( h + t � 2) = m + h � 2 in the worst case (the average case is often
much better). The storage required is forjSj powers ofg. The parameters
may be chosen to optimize the necessary number of multiplications for a
given amount of storage. The major problem with this generalformulation
is that it might not be easy to �nd a representation of the form(??).

As an example of this approach, ifb is an odd number, then every number
may be represented as

P m� 1
i =0 ai bi , where each� (b � 1)=2 � ai � (b � 1)=2

(see Theorem?? below). If the powersg� 1; g� b; : : : ; g� bm � 1
are precomputed,

then we compute
cd =

Y

jaj j=d

gsign (aj )bj
:

In this case,m = 1 + blogb N c, h = ( b � 1)=2, and the worst case number
of multiplications required is blogb N c + ( b� 1)=2 � 1. Moreover, since the
probability that a digit is nonzero is again at most (b � 1)=b, the average
number of multiplications required is bounded above by (blogb N c + 1)( b�
1)=b+ ( b� 1)=2 � 2. The storage required is for 2blogb N c + 2 values. For
a 512-bit exponent, the optimal base is 39, resulting in 111.5 multiplications
on average and 114 multiplications in the worst case, using 194 stored values.

This idea can be continued, at the cost of greater storage. For example, we
can completely bypass the computation of

Q h
i =1 cd

d by storing instead all values
gdbi

, 1 � d < b, 0 � i � b logb N c, and perform at most (1+blogb N c)(b� 1)=b
multiplications on average, and 1+blogb N c multiplications in the worst case.
For example, with N = 2 512 we might take b = 256 and h = 1 to derive a
method that takes 64.75 multiplications on average, and 65 multiplications
in the worst case. The problem with this method is that it requires (b �
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1)(1 + blogb N c) stored values. For this case that is 16575 stored values, or
1,060,800 bytes of storage.

By slightly increasing the value ofh, we can reduce either the storage or
time required. For instance, takingh = 2, it su�ces to store the values:

f gdbi
j1 � d < b ; 2e k d ; e � 0 (mod 2)g: (3.4)

Then every power may be represented either asgdbi
or g2dbi

for somed sat-
isfying the conditions of (??). This only increases the time by two, and for
b= 256, decreases the storage to 11050 values, or 707,200 bytes. Increasingh
or decreasingb further increases the time and lowers the storage. Forb= 128
and h = 6, exponentiation can be done in 83.42 multiplications on average,
and 84 in worst case, with 4144 stored values, or 265,216 bytes.

In the remainder of this section we shall describe a method that allows
us to reduce the amount of computation without such a huge increase in the
amount of storage.

Call a set of integersD a basic digit setfor baseb if any integer can be
represented as

akbk + ak� 1bk� 1 + : : : + a1b+ a0; (3.5)

where eachai 2 D. This de�nition di�ers from that in [ ?] in that we allow re-
dundancy; there may be more thanbnumbers inD, and so the representation
may not be unique.

Before we examine the problem of �nding basic digit sets for our problem,
we should �rst remark that the di�culty of �nding a represent ation of the
form (??) is almost exactly the same di�culty as �nding the (ordinary )
baseb representation. The algorithm for �nding such a representation was
published by Matula [?], and a particularly simple description was later given
in [?, Exercise 4.1.19].

In searching for good basic digit sets, we can make use of the following
result of Matula [?], which provides a very e�cient algorithm for determining
if a set is basic.

Theorem 2. Suppose thatD is a complete residue system modulob. Let
dmin = min f sjs 2 Dg and dmax = maxf sjs 2 Dg. Then D is a basic digit set
for baseb if there are representations(??) for each i with

� dmax

b� 1
� i �

� dmin

b� 1
:
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b M h expected time worst-case time storage
13 f 1g 12 45.08 48 38
19 f� 1g 9 38.26 40 66
23 f� 1; � 2g 7 34.65 36 124
29 f� 1; � 2; 9; 10g 8 34 35 145
23 f� 1; � 2; � 7g 5 32.65 34 186
26 f� 1; � 3; � 9; 13g 5 31.85 33 210
37 f� 1; � 3; � 8; � 10g 6 30.27 31 216
43 f� 1; � 3; � 4 � 10; � 18g 6 29.40 30 260

Table 1: Parameters for a 140-bit exponent (N = 2 140). By comparison, the
binary method requires 209 multiplications on average, and279 multiplica-
tions in the worst case.

In the method that we consider now, we shall store powersgmbj
, for

j � b logb N c and m in a set M of multipliers. We need to chooseM and h
for which

D(M; h) = f kmjm 2 M; 0 � k � hg

is a basic digit set. Given a representationn =
P m� 1

i =0 di bi in terms of this
basic digit set, we can representdi = mi ki and compute

gn =
hY

k=1

0

@
Y

k i =k

gm i bi

1

A

k

=
hY

k=1
ck

k (3.6)

In this notation, the methods mentioned previously have parametersM =
f 1g; h = b� 1 andM = f� 1g; h = ( b� 1)=2. Another class of multiplier sets
is provided by the following:

Theorem 3. Supposeb is odd. Let M = f� 1; � 2g and h = ( b� 1)=3.
Then D(M; h) is a basic digit set.

Proof: It is easily checked that the setD(M; h) includes at least one repre-
sentative of each congruence class modb. Then Theorem?? applies trivially,
sincedmin = � 2(b� 1)=3 and dmax = 2( b� 1)=3. 2

Tables 1 and 2 summarize the e�ects of the various methods presented
above on the storage and complexity of the parameters that might be used
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b M h expected time worst-case time storage
26 f 1g 25 127.81 132 109
39 f� 1g 19 111.51 114 194
42 f� 1; 3g 20 110.74 113 285
53 f� 1; � 2g 17 103.30 105 360
53 f� 1; � 9; 18; 27g 16 102.30 104 450
67 f� 1; � 2; � 23g 16 97.73 99 510
75 f� 1; 5; 14; � 16; 29; � 31g 15 94.89 96 581
81 f� 1; � 3; � 26; � 28g 13 91.00 92 648
72 f� 1; � 3; � 4; � 23; � 25g 11 90.85 92 830

Table 2: Parameters for a 512-bit exponent (N � 2512). By comparison, the
binary method requires 767 multiplications on average and 1023 in the worst
case.

for the Schnorr and Brickell-McCurley schemes, namely 140 and 512 bit ex-
ponents respectively. The larger sets of multipliers were found by a computer
search. Large sets of good multipliers become harder to �nd,and use increas-
ing amounts of storage for progressively smaller reductions in computation.
A lower bound for the amount of computation required using this method
is given by the fact that for a �xed value of jM j, we requirehjM j � b � 1
in order for the setD(M; h) to represent every value modulob. Hence for a
given baseb, the worst case number of multiplications is bounded below by

1 + blogb N c + h � 2 � b logb N c + d(b� 1)=jM je � 1: (3.7)

For example, using a setM with 2 elements and a 512 bit exponent, we
can do no better than 114 multiplications in the worst case, and the entry
given in Table 2 achieves this (although the storage might bereduced to as
little as 176 values from our 193). Similarly, using a setM with 8 elements,
b= 72, and a 512 bit exponent, we can do no better than 90 multiplications
in the worst case, and no matter whatb is we cannot do better than 88
multiplications. The entry in Table 2 for jM j = 8 achieves 92 multiplications
in the worst case, so there is not much room for improvement bythis method.

In the �rst two lines of each table, the expected times are actually upper
bounds for the expected time. For the others, the expected times were cal-
culated using the assumption that the probability of a digitbeing zero for
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any baseb basic digit set is 1=b. We have not proven this in general, but it's
a reasonable heuristic that matches empirical results.

4 General Lower Bounds

In this section, we prove some results onvector addition chains, and from
these we derive some lower bounds for the number of multiplications that are
required to computegx for x 2 f 0; : : : N � 1g, assuming a limit on the amount
of storage. We will assume a model of computation in which theonly way to
compute gx (x 6= 0; 1) is to multiply gx1 by gx2 wherex1 + x2 = x. We will
prove that if we restrict ourselves to a �xed numbers of stored powers ofg,
then if the number of multiplications is restricted in size,it is impossible to
compute every powergx for x 2 f 0; : : : ; N � 1g. In this way we shall provide
a lower bound for the number of multiplications required to compute some
power gx with x < N , using only s stored values.

Our results may be summarized by table??. The quantity M (N; s)
represents the number of multiplications achieved by the methods of this
paper, L(N; s) represents a lower bound for the number of multiplications
required in the worst case. The worst case lower bounds are not much larger
than average case lower bounds. These numbers indicate thateither better
algorithms exist, or else a better method exists for constructing lower bounds.
The lower bounds that we derive by the vector addition chain method are
inherently limited, as the last column indicates.

From these bounds we see that the methods of this paper are reasonably
close to optimal for a method in which we computegx by multiplying together
stored powers ofg. For example, for a 512 bit exponent, if we store 830
values, then the method of this paper allows us to computegx in at most 92
multiplications, but we prove that any method using this much storage must
use at least 63 multiplications in the worst case. Note also that the number
of multiplications for the algorithm of section?? di�er from the lower bounds
we give by a factor of between 1.36 and 1.72.

4.1 Vector addition chains

A scalar addition chain is a sequence of numbers 1 =a0; : : : ; al so that
for each 0< k � l there are indicesi; j < k with ak = ai + aj . A vector
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N s M (N; s) L(N; s) L � (N; s)
2512 103 132 78 90
2512 109 132 78 89
2512 194 114 74 80
2512 360 105 70 73
2512 510 99 67 69
2512 648 92 65 67
2512 830 92 63 64
2140 38 48 28 32
2140 66 40 27 28
2140 124 36 24 25
2140 186 34 23 23
2140 216 31 22 22
2140 260 30 22 22

Table 3: Bounds for the number of multiplications required to computegx

(0 � x < N ) when s � 1 powers are precomputed. The algorithms for
computing powers ofg provide the upper boundM (N; s). A vector addition
chain counting argument provides the lower boundL(N; s). The �nal column
gives an upper bound on how good the vector addition chain lower bound
can get.
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addition chain generalizes scalar addition chains. Let thes unit vectors of
s (s � 0) be denotede0; : : : ; es� 1. A vector addition chain is a sequence of
vectorses� 1 = a� s+1; : : : ; e0 = a0; : : : ; al so that for each 0< k � l there are
indices i; j < k with ak = ai + aj . The length of the chain isl. Let R� (s; l)
be the set of vectorsv 2 s contained in some vector addition chain of length
l together with ~0, and let R(s; l) = jR� (s; l)j. If l = 0 then R(s; l) = s + 1.
If s = 0 then only ~0 is reachable andR(s; l) = 1. If a vector v 2 s then vi

will denote the i th component ofv: v � ei . Let P � (s; l) be the set of vectors
in R� (s; l) with all nonzero components, andP(s; l) = jP � (s; l)j.

Recall that if a 2 and b < 0 or b > a then
�

a
b

�
= 0.

4.2 Bounding R(s; l)

Note that any addition chain C can be represented as a sequenceS of
unordered pairs of indices. The unit vectors are given indices� s+1 through
0, and the other vectors are given indices 1 throughl. Index i represents
Ci , the i th nonunit vector in the chain. If the i th pair of S is ha; bi , then
Ci = Ca + Cb. If there are two di�erent unordered pairs ha; bi and ha0; b0i
with Ci = Ca + Cb = Ca0 + Cb0, then S won't be uniquely determined by
C. De�ne S(C) to be the sequence representingC such that wheneverha; bi
(a � b) is the i th pair of S(C) and Ci = Ca0 + Cb0 (a0 � b0), a � a0. The
sequenceS(C) will be called C's canonical sequence.

Lemma 1. For every s; l � 0,

R(s; l) =
sX

s0=0

 
s
s0

!

P(s0; l) (4.1)

Proof: R� (s; l) can be partitioned� into sets Rs0 (0 � s0 � s) where Rs0

is the subset of vectorsv in R� (s; l) that have exactly s0 nonzero compo-
nents. Each setRs0 can be partitioned into

�
s
s0

�
subsets according to which

of the vectors' components are nonzero. Each of these subsets is of size
P(s0; l). 2

∗Here as in the rest of this paper, if a set is partitioned into subsets, the subsets don’t
have to be nonempty.
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4.3 Bounding P(s; l)

To bound R(s; l) using equation??, we need to be able to boundP(s; l).
A scalar addition chain is strictly ascending if its numbersincrease strictly
monotonically. Let C(l) denote the number of strictly ascending scalar ad-
dition chains of length l. Let Ĉ(l; p) be the number of sets of sizep whose
elements are taken from a scalar addition chain lengthl.

A vector v is in P � (s; l) if and only if there is a scalar addition chain of
length l � s+1 such that eachvi is in the chain [?]. (It follows that P(s; l) = 0
if s > l + 1.) The number of surjective functions from a set of sizes to a
set of sizep is p!S(s; p) =

P p
i =0

�
p
i

�
(� 1)i (p � i )s where S(s; p) is a Stirling

number of the second kind [?, pp. 33-34]. We conclude that

P(s; l) =
l � s+2X

p=1
Ĉ(l � s + 1; p)p!S(s; p): (4.2)

Table ?? gives some values ofP(s; l) by carrying out this summation. We
can approximateP(s; l) with

C(l � s+1)( l � s+2)! S(s; l � s+2) � P(s; l) � C(l � s+1)( l � s+2) s: (4.3)

The �rst inequality follows from equation ?? becauseĈ(l � s+ 1; l � s+ 2) =
C(l � s + 1). The second inequality follows since there are (l � s + 2) s ways
of selectings coe�cients from a particular addition chain of length l � s+ 1.

P(s; s � k), k > 1 0
P(s; s � 1) 1
P(s; s) 2s

P(s; s+ 1) 2 � 3s � 2s

P(s; s+ 2) 6 � 4s � 7 � 3s + 2 � 2s

P(s; s+ 3) 25� 5s � 45� 4s + 25 � 3s � 4 � 2s

P(s; s+ 4) 135� 6s � 326� 5s + 275 � 4s � 93� 3s + 10 � 2s

P(s; s+ 5) 913� 7s � 2756� 6s + 3119 � 5s � 1615� 4s + 366 � 3s � 26� 2s

Table 4: Some values ofP(s; l).
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4.4 Bounding C(l)

To upper and lower boundP(s; l) using inequalities??, we need to be
able to upper and lower boundC(l). The �rst few values of C(l) are given in
table ??; they were computed using brute force. The following lemmasgive
methods for obtaining upper and lower boundsC(l).

C(0) 1
C(1) 1
C(2) 2
C(3) 6
C(4) 25
C(5) 135
C(6) 913
C(7) 7499
C(8) 73191
C(9) 833597

C(10) 10917343
C(11) 162402263
C(12) 2715430931

Table 5: The �rst few values ofC(l).

For each addition chain there is an associated sequence of unordered pairs
of indices. Since we are interested in counting strictly ascending scalar addi-
tion chains, it will be useful to work with sets of unordered pairs of indices.
De�ne a chain set to be a setS of unordered pairs of integers from 0 through
jSj � 1. If C is an addition chain and setS is the unordered version ofS(C),
then S is a chain set. A legal chain setS is a chain set such that for eachi
from 0 to jSj there is a subsetSi of S so that jSi j = i and Si is a chain set.
The following lemma will make this terminology more clear.

Lemma 2. If a chain set is a legal chain set then it is associated with
one strictly ascending addition chain, otherwise it is not associated with any
addition chains.

Proof: A chain set is associated with an addition chain if and only ifit can
be ordered into a sequence such that thei th element in the sequence is a pair
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of numbers each of which is less thani . This ordering exists if and only if
the chain set is legal.

Suppose a legal chain set is associated with two di�erent strictly ascending
addition chains C and C0. There is some indexi such that Ci 6= C0

i and for
each j < i C j = C0

j . We may assume thatCi < C 0
i . Ci is associated with

a pair of indicesha; bi (0 � a; b < i) and C0
i is associated withha0; b0i (0 �

a0; b0 < i ). There is some numberC0
k associated withha; bi . By hypothesis

k 6= i . But C0
k = C0

a + C0
b = Ca + Cb = Ci . If k > i then C0

k > C 0
i > C i = C0

k .
If k < i then Ck = C0

k = Ci which contradicts the hypothesis thatC is
strictly ascending. Thus there is exactly one strictly ascending addition chain
associated with a legal chain set. 2

Since the number of chain sets of sizel is
�

l(l+1)=2
l

�
, C(l) �

�
l(l+1)=2

l

�
. We

can get a better upper bound onC(l) by counting legal chain sets.

An m-legal chain set is a legal chain set for which every index is less than
m. Let f (m; l ) be the number ofm-legal chain sets of sizel. The number of Better name

for
this or other
functions?

legal chain sets of sizel is just f (l; l ). The following lemma can be used to
compute f (m; l ).

Lemma 3.

f (m; l ) =

8
>>>>><

>>>>>:

1 m = 0 and l = 0;

0 m = 0 and l > 0;

f (l; l ) m > l;
P l

i =m� 1 f (m � 1; i )
�

m
l� i

�
otherwise:

Proof: The lemma is trivial when m > l . A 0-legal chain set can have no
indices, sof (0; l) = 0 if l > 0. There is one 0-legal chain set of size 0 (; ),
so f (0; 0) = 1. Supposel � m > 0. The set ofm-legal chain sets of sizel
can be partitioned into setsSi where Si is the set ofm-legal chain sets of
size l containing exactly i pairs with both indices less thanm � 1. If i > l
then Si = ; . If i < m � 1 then no legal subset of any chain set inSi has
cardinality m � 1, soSi = ; . Each Si can be partitioned into subsets whose
chain sets have the same pairs with both indices less thanm � 1. There are
f (m � 1; i ) such sets. Each of these setsSi;� is of size at most

�
m

l� i

�
since
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there arem unordered pairs of indices with one index equal tom � 1, and
each chain set inSi;� has l � i pairs with one index equal tom � 1. But the
size ofSi;� is exactly

�
m

l� i

�
because the union of an (m � 1)-legal chain set of

sizei with any set of l � i pairs with one index equal tom � 1 is anm-legal
chain set of sizel. Thus f (m; l ) =

P l
i =m� 1 f (m � 1; i )

�
m

l� i

�
. 2

We can further improve our upper bound onC(l) by making use of the
precomputed values ofC(l) in table ??. A given addition chain C may
be associated with several legal chain sets for the same reason it can be
associated with many sequences. The canonical chain set�S(C) for C will be
de�ned to be the unordered version ofS(C).

Lemma 4. SupposeS is a canonical m-legal chain set of sizel that is
not (m � 1)-legal. If a pair containing indexm � 1 is removed fromS, the
resulting setT is a canonicalm-legal chain set of sizel � 1.

Proof: Trivially T is anm-legal chain set of sizel � 1. Consider the addition
chains CT and CS associated withT and S. The indices 0 throughm � 1
refer to the same numbers in both chains. Since all pairs inS and T contain
indices smaller thanm, any number in CT is also in CS, that is CT can be
formed from CS by deleting one number. SinceS contains pairs of indices
that di�er by as much as possible,T contains pairs of indices that di�er by
as much as possible too. ThusT is canonical. 2

If g is a function from 2 to , then de�ne ~g by

~g(m; l ) = min

0

B
B
B
B
B
@

g(m; l );

8
>>>>><

>>>>>:

1 m = 0 and l = 0;

0 m = 0 and l > 0;

~g(l; l ) m > l;
P l

i =m� 1 ~g(m � 1; i )
�

m
l� i

�
otherwise

1

C
C
C
C
C
A

(4.4)

Lemma 5. Let �f (m; l ) be the number of canonicalm-legal chain sets of
size ofl . If g(m; l ) is an upper bound on�f (m; l ), then so is~g(m; l ).

Proof: The proof is similar to that of the second previous lemma, butthis
time we use the above lemma and induction onm. When m = 0, the lemma
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is trivially true. Suppose the lemma is true for allm0 < m . If m > l then
�f (m; l ) = �f (l; l ) � ~g(l; l ). If m � l , then the set of canonicalm-legal chain
sets of sizel can be partitioned into setsSi whereSi is the set of canonical
m-legal chain sets of sizel containing exactly i pairs with both indices less
than m� 1. If i < m � 1 or i > l then Si = ; . EachSi may be partitioned into
subsetsSi;� whose chain sets have the same pairs with both indices less than
m� 1. Let Ti;� be the set of pairs with both indices less thanm� 1 associated
with nonempty Si;� . By the above lemma,Ti;� is a canonicalm � 1 legal
chain set of sizei . There are at most �f (m� 1; i ) suchTi;� , so by the induction
hypothesis there are at most ~g(m � 1; i ) nonempty Si;� . But since eachSi;�

is of size at most
�

m
l� i

�
, we �nd that �f (m; l ) �

P l
i =m� 1 ~g(m � 1; i )

�
m

l� i

�
. 2

It should be clear that f (m; l ) and g(m; l ) are always upper bounds on
~g(m; l ) and that ~~g = ~g. The upper bound on �f (m; l ) given by

g(m; l ) =

8
<

:
C(l) 0 � l � 12;

1 otherwise;

is easy to compute and gives a reasonable ~g. There is a better upper bound
on �f that is also easy to compute.

Lemma 6. �f (l; l ) = l �f (l � 1; l � 1) + �f (l � 1; l)

Proof: Let S be the set of canonical legal chain sets of sizel. Partition
S into S0 and S1 where the chain sets inS0 contain 0 pairs with largest
index equal to l � 1 and the chain sets inS1 contain 1 pair with largest
index equal tol � 1. Clearly jS0j = �f (l � 1; l). Further partition S1 into S1;i

(0 � i < l ) whereS1;i contains the chain sets that containhi; l � 1i . Consider
an arbitrary chain set T contained in S1;i . T is canonical, soT � fh i; l � 1ig
is canonical too. ConsequentlyjS1;i j � C(l � 1). Now consider an arbitrary
canoncial legal chain setT0 of sizel � 1 with its associated addition chain
C0. Let T = T0 [ fh i; l � 1ig . Chain set T is a legal chain set of sizel,
let C be its associated addition chain. Ifha; bi 2 T0 then a and b are the
most extreme indices representingC0

a + C0
b; they are also the most extreme

indices representingCa + Cb. Sincei and l � 1 are the most extreme indices
representingCi + Cl � 1, T is canonical. ThusjS1;i j � C(l � 1). We conclude
that jS1;l j = C(l � 1) = �f (l � 1; l � 1), and so �f (l; l ) = l �f (l � 1; l � 1) + �f (l �
1; l). 2

17



Corollary 1. C(l) � l !

A better upper bound g on �f is given by ~g whereg is given by

g(m; l ) =

8
>><

>>:

C(l) 0 � l � m; 12;

C(l) � lC(l � 1) 0 � m < l � 12;

1 otherwise:

(4.5)

Lemma 7. �f (l � 1; l) �
P 1

k=2

�
l � k

k

�
�f (l � k � 1; l � k � 1)

Proof: Let Sk be the set of strictly ascending addition chains withl � k � 1
additions, k � 2. SupposeC 2 Sk . Suppose 0� n1 < � � � < n k � l � k � 1.
There are

�
l � k

k

�
ways of choosing theni . Construct C0 by extending C with

Cl � k� 1 + Cnk ; Cl � k� 1 + Cnk + Cn1; : : : ; Cl � k� 1 + Cnk + Cnk � 1; 2Cl � k� 1 + 2Cnk .
Chain C0 has l additions and is strictly ascending. Suppose there is aj such
that C0

l = C0
l � 1 + C0

j . But C0
j > C 0

l � k� 1 and C0
j < C 0

l � k� 1 + C0
nk

= C0
l � k , so

there is no suchC0
j . Thus the canonical chain set ofC0 is (l � 1)-legal. If

C; D 2 Sk then C 6= D implies C0 6= D 0. If C 2 Sk1, D 2 Sk2 , and k1 6= k2
then C0 6= D 0 becauseC0

l = 2C0
l � k1

and D 0
l = 2D 0

l � k2
. Thus �f (l � 1; l) �

P 1
k=2

�
l � k

k

�
jSk j. 2

Corollary 2. C(l)=l! = 
(log l). Empirically
this ratio is
exponential.4.5 Conclusions? - need rewriting

If R(s; l) < N then in the worst casel multiplications will not su�ce to
compute gx , (0 � x < N ) when s � 1 powers ofg are precomputed. That
is l + 1 will be lower bound on the number of multiplications required. If
R(s; l) � N then the vector addition method cannot beginequation used
to prove a lower bound greater thanl. Table ?? gives these bounds for
interesting values ofN and s.

5 Asymptotics

There are many approaches to the problem of calculatinggn e�ciently,
of which the schemes given in the previous sections are only asmall part.
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Any number system could be used as well, such as the Fibonaccinumber
system (see [?, exercise 1.2.8.34]), where a number is represented as the sum
of Fibonacci numbers. Other possibilities include representing numbers by
sums of terms of other recurrent sequences, binomial coe�cients, or arbitrary
sets that happen to work well. These, and a number of other number systems,
are given in [?]. For a given N and amount of storage, it seems di�cult to
prove that a scheme is optimal.

However, we can show that the above schemes are asymptotically optimal.
Storing powersgrbj

for r in a �xed set of multipliers, the optimal value of b is
about logN=(log logN )2, for which (1+ o(1)) log N= log logN multiplications
and O(logN= log logN ) stored values are needed. The following theorem
shows that we cannot do better with a reasonable amount of storage.

Theorem 4. For any representation method of the form (??), if the
number of stored values is less thanlogk N for any �xed k, then the number
of multiplications required is at least(1=k + o(1))(log N= log logN ).

Proof: Consider the number of possible sums of the form (??). There will
be at most  

jSj
m

!

(h + 1) m ; (5.1)

requiring m + h � 2 multiplications. To be able to represent every power
between 0 andN , (??) must be at least N . But if m + h < (1=k +
o(1))(log N= log logN ), then (h + 1) m is less than N 1=k+o(1) (taking h =
logN=(! (N ) log logN ), where ! (N ) tends to in�nity slowly), and

�
jSj
m

�
<

jSjm=m! < N (k� 1)=k+o(1), so (??) is too small for N su�ciently large. 2

We can also use (??) to see how far from optimal the schemes in Tables
1 and 2 are, by �xing a given jSj and �nding optimal choices of h and
m (actually, re�nements of (??) give more accurate results). Calculating
the minimal time this way, it can be shown that they are not toofar from
optimal. For instance, with a 140-bit exponent and 290 stored numbers,
we achieved an expected time of 30, while the best possible for a scheme
based on formula (??) would be 22. For a 512-bit exponent and 648 stored
values, an optimal scheme would use at least 72 multiplications, compared
with 92 in our method. While it can be shown by probabilistic methods that
near-optimal sets exist, using the method of Erd•os and R�enyi in [?], there is
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no e�cent algorithm known for whether every number less thanN can be
represented by a given set, or for �nding such a representation.

6 Parallelizing the algorithm

The �rst method for computing a powergn that we presented in section??
consisted of three main steps:

1. Determine a representationn = a0 + a1b+ : : : + akbk .

2. Calculatecd =
Q

aj =d gbj
for d = 1; : : : ; h.

3. Calculatege =
Q h

d=1 cd
d:

As we mentioned previously, the algorithm of Matula makes the �rst step
easy, even with a large set of multipliers. Most time is spentin the second
and third steps. Both of these may be parallelized. Suppose we have h
processors. Then for step 2, each processor can calculate its cd separately.
The time needed to calculatecd depends on the number ofaj 's equal to d.
Thus the time for step 2 will be thed with the largest number ofa's equal
to it.

This is equivalent to the maximum bucket occupancy problem:given
k+1 balls randomly distributed in h buckets, what is the expected maximum
bucket occupancy? This is discussed in [?], in connection with analysis of
hashing algorithms. Takingband h to be O(logN= log logN ), so (k +1) =h =
�(1), the expected value is

logh
log logh

= O

 
log logN

log log logN

!

:

For step 3, each processor can computecd
d for one d using a standard

addition chain method, taking at most 2 logh multiplications. Then the cd
d's

may be combined by multiplying them together in pairs repeatedly to form
gn (this is referred to asbinary fan-in multiplication in [?]). This takes logh
time.

Therefore, taking h = O(logN= log logN ), we may calculate powers in
time O(log logN ) with O(logN= log logN ) processors. For example, storing
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only powers ofb, we may compute powers for a 140-bit exponent in the
time necessary for 13 multiplications using 15 processors,taking b = 16 and
M = f 1g. For a 512-bit exponent, we can compute powers with 27 processors
in the time for 17 multiplications, using b= 28.

The disadvantage to this method is that each processor needsaccess to
each of the powersgbi

, so we either need a shared memory or every power
stored at every processor. An alternative approach allows us to store only
one power at each processor.

For this method, we will havek processors, each of which computes one
gai bi

using a stored value and an addition chain forai . This will take at most
2 logh time. Then the processors multiply together their results using binary
fan-in multiplication to get gn . The total time spent is at most 2 logh+log k,
which is againO(log logN ) time with O(logN= log logN ) processors.

If the number of processors is not a concern, then the optimalchoice
of base isb = 2, for which we need logN processors and log logN time.
We could compute powers for a 512-bit exponent with 512 processors in the
time for 9 multiplications, and for a 140-bit exponent with 140 processors in
the time for 8 multiplications. Taking a larger base reducesthe number of
processors, but increases the time.

7 A randomized approach

The above methods are designed to deal with the situation where a ran-
dom exponentn is provided as input, and we wish to computegn , but for
cryptographic applications we might instead incorporate the random num-
ber generator directly into exponentiation process. For this section only we
shall assume thatg generates a group of orderN . We shall appeal to the
following theorem, which is a variant of a theorem by Erd•os and R�enyi in
[?]. Let a1; : : : ; ak be chosen uniformly from=N, and for any b 2 =N, let
V(b) = Vk;n (b) be the number of representations ofb of the form

kX

i =1
� i ai � b (mod N );

where � i 2 f 0; 1g, and
P k

i =1 � i = m.
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Theorem 5. If
�

k
m

�
> N 2(1=")2(1=� ), then

Prob

 

max
b<N

�
�
�
�
�
V(b) �

 
k
m

!

=N

�
�
�
�
�
� "

 
k
m

!

=N

!

> 1 � �:

In other words, when
�

k
m

�
is big enough, the distribution can be made

arbitrarily close to uniform with probability arbitrarily close to one. If
�

k
m

�

is smaller thanN 2 the distribution is likely to be nonuniform. The proof of
the theorem is essentially the same as in [?].

Thus we can compute random powers of a �xed baseg by the following
method: a user stores random numbersf a1; : : : ; akg 2 =N, and generates a
random m-subsetai 1 ; : : : ; ai m , wherek and m are chosen to satisfy Theorem
??. Then the product gai 1 � � � gai m is approximately uniformly distributed in
the group generated byg. By choosing� and " appropriately, the proba-
bility of the distribution being nonuniform enough to give an adversary any
information can be made arbitrarily small.

Unfortunately, the size of k and m in Theorem ?? is too large to be
useful. For instance, to achieve a uniform distribution in 40 multiplications
for a 140-bit exponent, we would need to store at least 2,000 random values,
as opposed to 66 in Table 1. In order to be competitive with theabove
methods, we need

�
k
m

�
to be smaller, sayO(N ) or O(N logN ). This means

that the distribution of the powers of g will be nonuniform. It's not clear
what useful information an adversary could obtain from thisdistribution,
but we have not been able to prove that it doesn't weaken the security of the
system.

8 Exponentiation in GF (pn )

The above methods work for any ring, but for special cases we may
take advantage of special structure. Suppose thatg is in GF (pn), where
p is a small prime (p = 2 is the most-studied case, and has been pro-
posed for use in cryptographic systems [?]). A normal basis has the form
f �; � p; � p2

: : : ; � pn � 1
g (see, for example, [?] for details). Using a normal basis

representation, thepth power of an element is simply a cyclic shift, and so is
almost free compared to a standard multiplication.
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This fact may be used to eliminate the extra storage. If the base b is
chosen to bepn , then the powersgbj

may be calculated rapidly by cyclic
shifts, and the exponentiation may be done as before, storing only the powers
bm for eachm in the set of multipliers. This is a generalization of the methods
given in [?], [?], and [?].

In [?] it is shown that exponentiation can be done inGF (2n ) in dn=ke+
2k� 1 � 2 multiplications. Taking N = 2 n and b = 2 k in (??), and using no
precomputation, (i.e. starting with g and computingg2j

using cyclic shifts),
our system takes the same number of multiplications (using shifts to do the
squarings in Theorem??). By storing g� 1, the number of multiplications
can be reduced todn=ke+ 2 k� 2 � 2. Alternatively, g� 1 can be computed in
dlog(n � 1)e+ � (n � 1) � 2 multiplications using the method in [?].

For example, consider computations inGF (2593). In [?], it is shown that
inverses can be calculated using 11 multiplications. Usingk = 6, this method
reduces the number of multiplications needed for exponentiation from 129 to
124. For larger �elds, the savings would be greater.
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